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Summary

[bookmark: _GoBack]Today, blockchain is making its way in our daily life. Why not in healthcare? Healthcare providers are required to use electronic medical records buts sharing and re-using data is still a major issue. The blockchain technology has the ability to solve this problem while still keeping the data safe and secure. Data sharing can be based on so called smart contracts. Not only hospitals or doctors will benefit from these blockchain based applications. Companies in the health sector or researchers would be able to have a lot more data available from a wider audience an be able to run large-scale continuous longitudinal studies.

Blockchain ?

Wikipedia defines blockchain as a continuously growing list of records, called blocks, which are linked and secured using cryptography. Each block typically contains a pointer as a link to a previous block, a timestamp and transaction data. A blockchain can serve as ”an open, distributed ledger” that can record transactions between two parties efficiently and in a verifiable and permanent way.

The first distributed blockchain was conceptualized in 2008 by an anonymous person or group known as Satoshi Nakamoto and implemented in 2009 as a core component of bitcoin. Bitcoin is just one example of a cryptocurrency, where the blockchain serves as the public ledger for all bitcoin transactions. The use of the blockchain for bitcoin made it the first digital currency to solve the double spending problem without the need of a trusted authority or central server. Although the bitcoin design remains controversial it has shown the potential of the underlying blockchain technology to scale and since has been the inspiration for a plethora of other applications. In this paper, we argue that Healthcare will finally undergo a long awaited and needed paradigm shift largely enabled by the blockchain.

Healthcare ?

Healthcare is defined as the maintenance or improvement of health via the prevention, diagnosis, and treatment of disease, illness, injury, and other physical and mental impairments in human beings. Healthcare contributes to a significant part of the world economy. U.S. health care spending grew 5.8 percent in 2015, reaching $3.2 trillion or $9,990 per person. As a share of the nation's Gross Domestic Product, health spending accounted for 17.8 percent. Healthcare in America is big business and gets progressively consolidated and regulated. The industry is forced to re-invent itself in regard to its customers (i.e., patients) in a more patient-centric and patient-focused model. Healthcare providers are urged to change their businesses to a relationship-based model in which they provide value and grow together with their patients and customers from birth to end of life.
The American Recovery and Reinvestment Act required all public and private healthcare providers to adopt Electronic Medical Records (EMR) by January 1, 2014, in order to maintain their existing Medicaid and Medicare reimbursement levels. Although this mandate spurred significant growth in the availability and utilization of EMRs, the vast majority of these systems do not have the capacity to share their health data. In its most abstract description the blockchain enables us to exchange value between parties that require trust but without the need to rely on third-party, exactly what we require to enable semantic integration in healthcare. A technology that works for exchanging money globally should be well suited to handle sensitive health related data.
We have a dream 

Imagine we, doctor, care-giver and/or client/patient could start re-using previously generated health data instead of endless re-testing? Most of the re-testing is an inappropriate consequence of the current reward model which is based on (re)performing procedures. In the current healthcare model, there is very little incentive to try to access previous data. Apart from the technical and logistic problems: “Where is the data stored ?”, “How can it be accessed ?”, there is a general lack of confidence in its validity: “Who performed the test ?”, “Was the sample correctly taken and processed, was there no mix-up?”, “Was it not tampered with?” All these concerns have to do with the provenance of the data which is questioned, and doubts are often used as an excuse to retest. Needless to say, that in some cases having more recent data might be beneficial but not reusing pre-existing data can be equally harming. There are many (emergency) situations, where retesting is simply not even on the menu, access to vital health-related information could literally save lives. 

Most likely the essential vital subset of health data involves blood type, allergies & reactions to medications and foods, operations and procedures received, medication and supplements (frequency and dosage). It’s not far-fetched to assume that in the near future many of us will be able to include (a subset) of our genetic makeup to this profile. Indeed, it is conceivable that entire omics data sets will reside in blockchain where its strengths in provenance translates to enhanced trust in genomics research.

If genomic data is shared with researchers, the causes of many diseases will be identified and new drugs developed. These opportunities are creating a genomic data market worth billions of dollars as stated by Nebula Genetics, a recent startup in Boston. Nebula claims its peer-to-peer network, based on the blockchain, will enable data buyers to acquire genomic data directly from data owners without middlemen. This will enable data owners to receive sequencing subsidies from data buyers and profit from sharing their data.

Blockchain would ensure continuous availability and access to both historic and real-time data. The real-time availability of mobile applications and wearable sensor data from the blockchain would facilitate continuous, 24 hour-a-day monitoring of high risk patients and drive the innovation of “smart” applications that would notify care givers and health providers if a patient reached a critical threshold for action. Care teams could reach out to the patient and coordinate treatment options for early intervention.



Towards smart privacy

In light of this brave new world, we will be forced have to rethink “privacy” and “informed consent”. As an example, we can re-use the concepts of smart contracts which is essentially a piece of code which is also stored in the blockchain network. It defines the conditions to which all parties using the contract agree. So, if required conditions are met certain actions are executed. 

We could further think about “smart privacy” or “smart informed consent” in which we explicitly define conditions under which private information can be shared. This can involve ad-hoc sharing in case of emergency with health provider and/or relatives, we could even envision defining criteria that are triggered after death. An obvious use-case will be the process of organ donation that can be made simpler with the use of these smart contracts. As today a person has to give his consent by registering at his or her’s state. Smart contracts could be envisioned which activates after a person dies granting permission to use or not to use their organs. In case of finding the right donor, pretest need to be done to make sure both donor and receiver are a match. Using blockchain technology finding a match on larger scale will be much easier than the current methods. Scanning the blockchain for people who consented can be done using simple ore more elaborated criteria/filters.

Our immortalized health data residing on the Blockchain could still be valuable for our direct family or for future research and could be shared under explicitly defined conditions. Participating in research with your health data after you died will require a new informed consent model. A major design constraint will be to provide an omnipresent “opt-out”. We should allow anyone at any time to remove his or her data from the blockchain or at least guarantee that his or her’s data cannot be accessed by anyone unless he or she changes his or her mind.

The health blockchain: Fixing the fragmented Healthcare value chain
The health blockchain will have to emerge as open-source software. Open-source software is peer-reviewed software developed by skillful experts. It is reliable and robust under fast changing conditions that are hard to match by closed, proprietary software. Open-source software minimizes the risk of a vendor lock-in, which would especially in healthcare be undesirable. It also maximizes what users want and need with guaranteed flexibility and interoperability. Blockchain software should also runs on widely used and reliable commodity hardware which provides the greatest amount of useful computation at low cost. These components facilitate faster and easier interoperability between systems and can efficiently scale to handle larger volumes of data and more blockchain users. The architecture has built-in fault tolerance and disaster recovery, and the data encryption and cryptography technologies are widely used and accepted as industry standards.
The problem in many companies, especially in healthcare, that these are managing different vendors/suppliers/care-givers across a horizontal complex supply chain. All of these actors that go into making a product or a service don't have the same internal databases. They don't use the same infrastructure, and so it becomes really hard to see transparently a product/service evolve over time. 
The blockchain creates a shared reality across these non-trusting entities. All the nodes in the network do not need to know each other or trust each other, because they each have the ability to monitor and validate the chain for themselves. Being able to de-silo health related data at an unprecedented scale will have far reaching consequences.
It's basically a public registry of who owns what and who transacts what. By the default “transaction”-focused design the blockchain is not ideal for storing large amounts of data. However, scalability required in some health-related data sets, e.g. entire genomes, whole-body scans can be achieved by “linking” it to conventional data repositories which are sometimes called datapools or datalakes.
One of the main objectives within healthcare applications is to augment a user-controlled portable identity with an electronic medical record. It means you can selectively reveal the different personal attributes that can help facilitate care. In addition to being able to establish your identity you will be able to provide cryptographic proof that different medical records exist and are signed off by a different health care actor, from doctors to care-givers to medical test facilities. Having this kind of portable identity extended with medical information means we can re-imagine exchanging medical information. 
Say you're going to send a blood sample for analysis to a clinical lab. You want some degree of transparency. You want to know that the that sample analyzed was yours by minimizing the risk of accidental mix ups and that the results cannot be interpreted and/or manipulated without audit trail. In case of medical analysis, we could further enhance transparency by systematically checking molecular features (e.g. SNPs) and allow for cross checking with your genetic data. It means for patients, we can have a lot more transparency. The user, or his trusted proxy, will have full access to his data and control over how his data will be shared. The user would assign a set of access permissions and designate who can query and write data to his blockchain. 
The fourth paradigm: population scaled continuous clinical trials 
In scientific discovery, the first three paradigms were experimental, theoretical and (more recently) computational science. A bundle of essays published by Microsoft argues that a fourth paradigm of scientific discovery is at hand: the analysis of massive data sets. A healthcare blockchain would indeed enable a new breed of “smart” applications for health providers that would mine the latest medical research and develop personalized treatment paths. The health provider and patient would have access to the same information and would be able to engage in a collaborative, educated discussion about the best-case treatment options based on research rather than intuition.
It is the most cost effective and efficient architecture for health and genomic research. Access to blockchain capacity could be shared with health researchers and thereby facilitate faster research and discovery cycles. Health researchers require broad and comprehensive data sets in order to advance the understanding of disease, accelerate biomedical discovery, fast track the development of drugs and design customized individual treatment plans based on patient genetics, lifecycle and environment. The shared data environment provided by blockchain would deliver a broad diverse data set by including patients from different ethnic/genetic and socio-economic backgrounds and from various geographical environments. As blockchain collects health data across a patient’s lifetime, it offers data ideal for longitudinal studies. 
A health care blockchain would expand the acquisition of health data to include data from populations of people who are currently under-served by the medical community or who do not typically participate in research. The shared data environment provided by blockchain makes it easier to engage “hard-to-reach” populations and develop results more representative of the general public.
In addition to adhoc dataset, the proposed blockchain data structures would work well for gathering data from wearable sensors and mobile applications. This will greatly automate patient reported outcomes. Furthermore, combining health data from mobile applications and wearable sensors with data from traditional EMR’s and genomics will offer medical researchers increased capabilities to classify individuals into subpopulations that respond well to a specific treatment or who are more susceptible to a particular disease. 
As a consequence, personalized health data will likely engage a patient more in his own health care and improve patient compliance. Moreover, the ability for physicians to obtain more frequent data (i.e., daily blood pressures or blood sugar levels versus only when a patient appears for an appointment) would improve individualized care plans based on outcomes/treatment efficacy. 
Real-time data would also allow researchers and public health resources to rapidly detect, isolate and drive change for environmental conditions that impact public health. For example, epidemics could be detected earlier and contained. 

Healthcare meets AI on the blockchain as we approach the singularity

A typical primary care doctor has to stay abreast of more than 10,000 diseases and syndromes, more than 6000 medications and several thousands of laboratories test. In 2004 a primary care physician that wanted to stay abreast needed to dedicate 87% of their total available time to reviewing and reading the medical literature. This doesn’t even allow a physician to sleep 6 hours a day, or to see patients. Since then medical knowledge quadrupled and it became simply impossible to keep up and clinicians routinely fall behind, despite increased specialization and subspecialization. As we approach the singularity we have to find ways of translating medical knowledge discovery to widespread medical practice frictionless and instantaneous. We need to build a learning medical information ecosystem. As stated before that means we need a change in the culture of medicine from a highly siloed field of specialties to one in which all stakeholders actively collaborate to provide the best care to the patient.

The 2014 Disney movie Big Hero 6 featured Baymax “Hello. I am Baymax, your personal healthcare companion.” A 2016 Silicon Valley startup named doc.ai is taking this health companionship a few steps further by integrating decentralized AI with a cryptocurrency that through a conversational AI app (robo-doctor) interface enables doctors, patients but also scientist to participate in large scale trials to develop and validate new classifiers/treatment paradigms.

Doc.ai created digital tokens called Neurons (NRNs) to power the platform and incentivize the community. The tokens are ERC20-complient Ethereum tokens. Ethereum is a decentralized custom built blockchain platform that runs smart contracts: applications that run exactly as programmed without any possibility of downtime, censorship, fraud or third-party interference.

The total supply of NRNs is based on a specific number: the total supply will equal the number of neurons in the human brain, which is about 86 billion. A total of 860 million NRN will be created, with each NRN representing 100 neurons in the human brain. The proposed decentralized network is a first step towards an IT ecosystem for healthcare that will thrive in the post-singularity world. A world in which we will conduct continuous post-market studies in which suspicious observations can be aggregated in real-time and treatment schedules adopted and refined accordingly.

Blockchain: the DNA of Healthcare
DNA is much like the blockchain. They are both replicated data stores: DNA in life forms spread across the planet, blockchains in computers running all across the internet. Both the blockchain (always) and DNA (sometimes) get longer and more complex over time. Both rely on global infrastructure. And finally, both DNA and the blockchain, are, at their heart, encodings of carbon and silicon-based life. In the case of DNA, it is the story of life itself, from the very beginnings, through every layer of evolution and ancestry. In the blockchain, every transaction can be traced back and audited. Like the selfish gene, the selfish block is the backbone of life, an information carrier that is subject of evolution and interestingly realizing our genomic immortality.
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